Abstract. The secure communication using synchronization between identical chaotic systems have been introduced in literature for a long time. A well-known practical application of chaotic synchronized systems is the Pecora and Carroll (P-C) secure communication method. In this paper, the P-C secure communication algorithm is applied to a novel three dimensional, autonomous chaotic attractor. Having a 45 ○ slope between sub-driver and subreceiver circuits of a novel chaotic attractor clearly demonstrates that it can be used for the purpose of secure communications.
Introduction
Chaos is non-linear, irregular patterned and most complex steady-state behavior. In earlier periods, chaotic systems were considered inappropriate for synchronizing purposes since they are very sensitive to initial conditions and system parameters, Pecora and Carroll proved that chaotic systems could be synchronized by starting different initial conditions in 1990 [1, 2] . In this study, a new chaotic system has been presented and its synchronization conditions has been verified by the P-C method. The synchronized chaotic system accompanied by secure communication applications have been implemented in Matlab Simulink ™ environment. The experimental results show that the chaotic system designed can be used in secure communication.
Pecora and Carroll introduced an original chaotic system and then separated it into two individual subsystems: the driver and the responder. Once creating an identical responder sub-system in the receiver module and driving it with the original driver, chaotic synchronization can be achieved, and this fact can be demonstrated both theoretically and experimentally. Since then, the P-C method was used in many synchronization and secure communication applications. For example, Endo and Chua have presented two phased-locked loops derived from a known phase locked loop, which is driven by chaotic signals [3] . Gonzalez-Miranda has presented secure communications application examples through oneway binding of low-dimensional systems by unidirectional coupling [4] . Liao and Tsai have proposed a solution for adaptive synchronization problem in driver-oriented chaotic systems in which signals are conducted in scalar [5] . Pehlivan and Uyaroglu have implemented an example of diffusionless Lorenz application which is a oneparameter chaos model designed for secure communication purposes and they have verified the effectiveness of the system with numeric and PSpice model simulations. In addition to simulations, the study has been implemented in hardware manner [6] . Qingli et al. have presented the synchronization of two chaotic systems for chaotic secure communication system based on Particle Swarm Optimization-BP neural network which uses chaos masking technology [7] . Zhang and Zhao have proposed a two-stage driver system by employing the PC method on Lorenz chaos model for the field of secure communication [8] . Cheng and Cheng have suggested a robust and regular synchronization system for two different chaotic systems, exposing to a bounded noise [9] . Zhang and Zhang have proposed a new method of complete dislocated general hybrid projective synchronization model in which the unpredictability of the scaling factor in projective synchronization is used to increase the security of the communication [10] . Wang et al. [11] and Tang et al. [12] have adapted Chen system by applying to secure communication field. Zaher [13] and Zapateiro et al. [14] have presented Duffing system applied to secure communication. Yang, Zhu [15] , Pisarchik and Ruiz-Oliveras [16] , Al-Hussaibi [17] , and Zhao [18] have presented secure communication for different areas. Further, the synchronized chaotic systems have been used in many secure communications applications [19] [20] [21] [22] [23] . Kocamaz and Uyaroglu have proposed non-identical synchronization, anti-synchronization and control of chaotic single-machine infinite-bus power system via active control method [24] . They have introduced a new chaotic model and proved that it meets the secure communication requirements with chaotic-rich behaviors.
The rest of the paper is organized as follows. In Section 2, a new chaotic system and its numeric model are introduced. This section also elaborates on Lyapunov exponentials, Kaplan-Yorke dimension, equilibrium points and Jacobian matrix of the proposed chaotic system. In Section 3, Simulink synchronization model of the chaotic system is presented. The Section 4 shows the proposed chaotic secure communication system in Matlab-Simulink model. The results are discussed and concluded in the last section.
Proposed Chaotic System
In this study, a new chaotic system has been developed, which is in autonomy nonlinear firstdegree mode, as a result of a set of numerical models and associated simulations. The proposed chaotic system has been modeled under Matlab-Simulink environment as given in Fig. 1 . It is very important that the rich behavior of the chaotic system can obfuscate the communication data for higher security requirements. The phase portraits of the chaotic system presented have been obtained by using system parameters (a=4, b=6, c=10, d=5) and initial conditions (X0=1, Y0=1, Z0=0) as shown in Fig. 2 . In addition, the nonlinear equations of the proposed chaotic system are given in Eqs. (1):
(1/).
Lyapunov exponent  is calculated as shown in Eq. (2): Kaplan and Yorke presented an interesting conjecture of the chaotic attractor to Lyapunov spectrum [25] as given in Eq. (3).
We have found Lyapunov exponents as 1  = 3.38212, 2  = 0.831839, and 3  = -15.214. These three exponents found have proved that the behavior of the proposed system is chaotic. The graph of each calculated exponent is drawn in Fig. 3 to be a proof for the chaotic behavior of the proposed system. Having substituted Lyapunov exponents in the formula given below, Kaplan-Yorke dimension of the proposed chaotic system can be calculated:
This chaotic system has five equilibrium points: E1(0, 0, 0), E2(5.3949, 1.393, 2.582), E3(9.2679, -2.393, -2.582), E4(-9.2679, -2.393, 2.582) and E5(-5.3949, 1.393, -2.582).
The Jacobian matrix has been obtained by linearizing the system at the equilibrium points: 
Characteristic equation has been obtained by providing following condition, |λI − J| = 0. Eigenvalues are determined as 1  =4, 2  =-5, and 3  =-10. Fig. 4 shows the bifurcation diagram with parameter c, demonstrating a period-doubling route to chaos. 
Synchronization of the Chaotic System
By applying the P-C method to the dynamic equations of the proposed system, the synchronization diagram has been obtained as seen in Fig. 5 .
X, Y and Z variables stimulate to the sub systems directly as seen in Fig. 5 . Figure 5 . The block diagram of P-C Synchronization [1] Transmitter circuit equations of the designed system are given in Eqs. (1) . As seen in Eqs. (6), Y  and Z  can be written in first-order stable responsesubsystem as follows:
And as seen in Eqs. (7), Ẍ and Z̈ can be written in the second order stable response-subsystem as follows [5, 26] : Having determined the initial conditions for the synchronization, both driver and response systems have been created in Matlab-Simulink environment as shown in Fig. 7 . As seen in Fig. 8a , once the simulation is started, it is observed that the drive signal X and response signal XR become synchronized within a very short amount of time. These two signals change relative to each other as shown in Fig. 8b , and note that, after a short time, the ratio of signals are seemed to be 1.
The difference (e = error) signal is obtained by subtracting X from XR. As seen in Fig. 8c , after approximately five milliseconds, the signals are synchronized and the error signal equals zero. Hence, the transmitter and receiver circuitry are synchronized in a sufficient amount of time, i.e. 3-5ms.
Chaotic Secure Communication Modeling of the Chaotic System
A novel chaotic system as the chaotic method of hiding the transmitter circuitry for secure communication has been established and related equations are given in Eqs. (1) . The equations of the transmitter circuit are as follows:
Principle scheme for chaotic information hiding communication method is given in Fig. 9 . Information is represented by a signal of sinus having value of 0.04V. Information signal I(t), is summed with the chaotic signal X(t) and it is then transferred into the Figure 9 . Principle scheme for chaotic secure communication [6] transmission medium. Transmitted signal S(t), is the sum of both signals. According to the P-C method at the receiver side, chaotic signal X(t) is synchronized with chaotic signal XR(t) is subtracted from S(t) thereby, signal Ic(t) is obtained. Chaotic communication using a novel chaotic system supported by P-C synchronization has been simulated under MatlabSimulink environment. The functional model of the system is presented in Fig. 10 . The output signals of the block diagram given in Fig. 10 are obtained using numeric simulation tools.
The signals of I(t), S(t), Ic(t)-I(t)
and error rate are presented in Fig. 11 which proves that transmitted signal I(t) and received signal Ic(t) are virtually identical. In addition, the error rates in each case are almost zero as shown in Fig. 11c . 
(t) information signal / S(t)=X(t)+I(t) transmitted signal, (c) Difference IC(t) / I(t) and e(t)=I(t)-IC(t) communication error signal

Conclusion
In this article, the identical synchronization of a novel chaotic attractor has been tested for secure communication applications. The P-C identical cascading synchronization method has been employed for this purpose. According to results obtained from the simulation tool, the chaotic system designed can be used in secure communication applications, as transmitted and received signals are identical and the error rates are almost zero at all times.
